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Ransomware - What is it?
And what you can do to protect your business.

What is Ransomware

Ransomware is a new type of malware or virus that can infect your computer, and hold
ransom in exchange for payment, which is usually in the form of untraceable Bitcoins o
-paid cards. A relatively new form of this type of virus is Encrypting Ransomware such
Crypto lockeThis particular variant goes one step furthefersgpts all your

documents, as well as any shared folders it has access to such as a mapped server dri\

Why it’s such a problem?

You might be thinking a good antivirus will
catch these, and while most do get caught,
Ransomware changes so quickly that many
of the antivirus applications have been
struggling to keep up. And while your
antivirus may be able to remove the malwa
itself, it is very rare that the encryption is
reversed, leaving your computer virus free
but your files inaccessible.

It won’t happened to me?

You think this wil.|

never
several new clients of ours, and this new threat has been getting more and more preval

mi ght happen

l ately. I't’s just a matter of time be
realization they may have to pay to get their files back.

What can you do?
There are several steps you can use right now to protect yourself and your business.

1. Install and maintain a good enterprise class Firewall. This type of firewall provides
protection for the entire network from one central location. By filtering out known
malware websites, and actively scanning downloads in progress, even if your comp
are directed to a malware site, the firewall will block the connection. More on UTM
Firewalls herebdnetworks.ca/firewall

2. Educate your staff on what to look out for. We can help in this area by providing sh
educational seminars in your office on what not to do, and what to watch out for.

3. Backup, and backup often. Most enterprise class systems now have the ability to t
multiple backups throughout the day as often as every 15 minutes for critical data. |
Networks provides enterprise class backup systems at a fraction of the cost of them

4. Follow all the steps in 08écure Your Network Report. The 7 steps listed in the
report go into more detail on what steps to take to protect your network, some of the
steps already covered briefly above are explained further in the report, as well as m
other tips to protect yourself.

Download Secure Your Network Report now at:
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Could Terrorists Really Use
Software To Crash Your Car?

A recent AOL online arti
Oof How Terrorists Could
lot of people out by implying that terrorists could
easily hack into your
wreck your car (or hundreds of cars at a time) at
speeds exceeding 100 mph. While that is a scary
thought to consider, the facts are quite a bit less
severe than the article suggests. Nothing like some
great sensationalist journalism, eh?

Cca

What really are the facts? Could you really be hacked
driving your car?

A Cars are more and more dependent on software and electronics to run
everything in the car, including GPS, music, brake systems, your power train,
throttle and more.

A Anew car is a rolling computer with 80 to 100 microprocessors and 100 million
lines of software code.

A Researchers from the University of Washington and UC San Diego recently were
able to successfully hack into an ordinary sedan, lock and unlock the doors, turn
the engine on and off and listen to a conversation going on.

T I'n another experiment, resear c haeahroaghc o
deviced that helps technicians diagno
install software on every car that touched that device, potentially allowing them
to control a wide range of auto functions on those cars.

A New studies are being done on how to use wireless connectivity in cars to help
avoid accidents, route traffic more effectively and make our travels even safer
(over 90% of accidents are due to human error, and smarter cars can potentially
fix that).

But the truth of the matter is that, although cars are packed with computers, very few
systems can currently be controlled wirelessly from outside the car. In all reality, someone

would | ikely need to install an additiona
really take it over.
Stay tuned, however, as I 0m sure that thi

years to come.

Quickly Compare and Move Windows - by william Morris
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Technology Update
The Lighter Side

Happy Cookie
Month?

The most popular type of home -
baked cookie is the Chocolate
Chip cookie.

Over -mixing the dough or
adding too much flour can result
in hard, tough cookies.

The first animal crackers were
produced in the United States by
Staufferds Biscui-t
1871. Nabi scods Bz
version hit the market in 1902.

The modern version of the Fig
Newton was created in 1891 and
is named for the city of Newton,

Massachusetta.
I s e

an aut o

prom . .
TTB TheOpdepolenyas inveiad | ¢ h
in 1912.

Ladyfingers are used in tiramisu
because the cookies so readily
absorb the sweet syrup and
liqueur used to make the
traditional Italian dessert.

While Italians use the word

Obiscotti 6o to ref e
cookies, Americans think of
Obiscotti o6 as the

aceokieg thahara gerved with ot y o
drinks for dunking. The name is
derived from obi s,

itswigei ngnd oOchet a,
cooked. Baking the cookies
twice results in their hard,
crumbly texture.
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Need Help Right Away? Call our team 24/7 at 905.346.4966.
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5 Steps To Moving From Your Free Repor
iPhone To An Android Phone Disaster Planning
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Client Of The Month
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Need Help Right Away? Call our team 24/7 at 905.346.4966.

D O N

- o

ocomoc ——o —



Page 4 Technology Update

Lachapelle Family Update
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Shiny New Gadget Of The Month:
Tile
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http://www.b4networks.ca/trivia

