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"All that work to tell you about stuff you could look up
on Wikipedia?!”
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3 Ways To Prevent Your

Employees From Leaking
Confidential Information

businesses or that small businesses are
a major target of hackers and
scammers.

A lot of businesses need to come to
terms with the fact that their
employees are their greatest IT threat.
. As a business owner, you may be
aware of cyberthreats to your
business, but your employees might
not be. They might not know about
the threat of cyber-attacks or malware.
They might use unsecured WiFi on

You need to do everything you can to
train your employees. Give them the
education and resources to be a line of
defence rather than a risk. Develop a
consistent training regimen. If you
need to bring in IT professionals to
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evolve, and you need to stay ahead of the curve. Keep IT
security on the minds of your employees. When they
forget about it t hat 0s

2. SAY NO TO UNSECUR ED, PUBLIC WIFI. Thisis a
big problem for businesses with remote employees,
employees who work from home or employees who use
company technology outside of the business walls.
According to a Spiceworks study, 61% of employees said
they have connected to unsecured WiFi while working
remotely.

This is cause for concern. Connecting to public WiFi is
like leaving the front door of your home wide -open

focus on endpoint security d make sure your
equipment has up-to-date software, malware

w h gotectionplecal firgwallg, asiwell aha VM (irgual .

private network). The more layers of security, the
better.

3. PROTECT ALL OF YOUR DATA. Your employees
should never save personal or business data on
portable/external hard drives, USB drives or even as
printed material & and then take that data out of the
office. The theft of these types of devices is a real threat.
An external hard drive is a tempting target for thieves
because theywill search the drive for sensitive data,
such as financial or customer information that they can

while posting on social me4§0iselt hat youdre going to be

of town for a week. You never know who is going to let

themselves in and snoop around. Hackers use public hot If you have remote employees who need to access

spots to circulate malware and steal data. Sometimes company data, put a method in place to do just that (it

they even set up fake hot spots with the same name as a should be discussed as part of your regular company

legitimate hot spot to trick users into connecting to their T security training). They need to know how to

WiFi, which makes data theft even easier. properly access the data, save the data or delete it, if
necessary. Many businesses go with a secure cloud

Discouraging your employees from using unsecured, option, but you need to determine what makes the

public Wi Fi is a good st epmostgensefpiyaur bugingsg andits Resufity.- b e af r

take it further. Dondt | et them connect company

equipment to unsecured WiFi at all. And place a bigger

ol tdos all
the threats and taking a
proactive approach to

security. o
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While these three tips are great, nothing beats helping

your employees develop a positive IT security mindset.
adl bguttpaﬁdge agwdln
proactive approach to security. Proactivi reduces k

But you dondét have it
experienced IT security professionals is the best way to
cover all your basesd and to ensure your employees

have everything they need to protect your business.

How Does Your |.T. Company Compare?

Our September 2019 Service Key Performance Indicators
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Shiny New Gadget Of The Power Of Punctuality
The Month By: Robert Stevenson

Personally, | am not a fan of people who are express it this way: olf
always late. Sometimes, things happenthatwe you are chronically rude.
have no control over, such as car accidents, be promoted to a leadership position, it will be
traffic jams and unexpected family emergencies, difficult to prove yourself reliable when people
The PhlllpS Somneo to name a few. | am not addressing those are having to wait for you to show up.
situations. Punctuality is a product of discipline, proper
- i planning and respect for others. In simple
Sleep & Wake Up nght What | am addressing is how punctuality can do  terms, preparedness and punctuality are two of
wonders for your success. the most important qualities of a leader.
Research suggests that when y ouaht about what bei
i ave you ever thought about what being Wh e n ou are | ate, ou ar
you wake up natur?'"y (that IS, punctual says about you? It shows you are in mor e z aluable than i,/ our s.
you arenot J ol t ecdlrol, @sdlidek aBle to kbey trackoffthings,  way to start anything. The celebrated writer
alarm or radio), you feel more trustworthy, reJiabIe etln(_j respectfuIE?f a_nother | C@h a rh(i es Di éc k edun S once s afi C
. . personos I me. el ng &one whatg mafetiéne Withdutghe habifs Bfe O
refreshed and energ|zed dunng those things. In fact, being late shows you are punctuality, order and di
the day unreliable, disorganized, disinterested and by being punctual, you are paying a courteous
inconsiderate. When you look at it from that compliment to those you are about to see or
The Philips Somneo Sleep & persp_ective, you would never want yourself serve; itdés a respectful
described that way. their time.

Wake-Up Light puts this
research t o t he Dgyewarttohirespmeord whois unreliable? Chronic lateness sets a tone about

. : Not me. How about disorganized? A accountability. If you want a culture in which
des'g”eq to S_'ImUIate a natural disorganized person will make mistakes i and  people are accountable to customers, associates
sunrise right in your bedroom. mistakes cost money. L efdbentb@ddnelvas, theh Makepunctuaitp kK a
You can set it to your specific disinterestedOne of the definitions of _ a priority. Start all meetings on time regardless

. ) disinteresteds having or feeling no interest in of who is missing. The word will get out, and
needs, and it will slowly and something, unconcerned, uncaring and people will start showing up on time.
steadily brighten when you unenthusiastic. That sounds like someone you
need to wake up It can also NEVER want to have on your team. Then that Being on time may seem a bit trivial to some
) ’ leaves us with inconsiderate, defined as people, but itds a good i
simulate a sunset for the thoughtlessly causing hurt or inconvenience to accountability part of your corporate culture.
opposi t e effect otthL@tt}iﬁkingyseﬁismi@pialitqaandrude. Shakespeare once stated:
. too soon, than a minute |
going to bed! You can even use  associates, bosses and customers have NO power in being punctual.
the light as a reading lamp i fondness for lateness. | heard one person

and it has a built-in radio, too!

Robert Stevenson is one of the most widely recognized professional speakers in th
world. Author of the booksow To Soar Like An Eagle In A World Full Of

Turkeys and52 Essential Habits For Succesh e s s hared t he p
esteemed figures from across the US, including former President George H.W.
Busg fbrmier Sesretary of State Colin Powell, Anthony Robbins, Tom Peters and
Steven Covey. Today, he travels the world, sharing powerful ideas for achieving
excellence, both personally and professionally.

The Philips Somneo Sleep &
Wake-Up Light is a versatile
device, perfect for anyone who
wants to get a
sleep. Find it at Amazon and
many other electronic retailers.
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