
A lot of businesses need to come to 

terms with the fact that their 

employees are their greatest IT threat. 

As a business owner, you may be 

aware of cyberthreats to your 

business, but your employees might 

not be. They might not know about 

the threat of cyber-attacks or malware. 

They might use unsecured WiFi on 

company equipment. As a result, your 

employees may be putting your 

business at serious risk. 

 What can you do to change that? 

1. IT ALL STARTS WIT H 

EDUCATION. One of the biggest 

reasons why employees put their 

employer at risk simply comes down 

to a lack of education. They donõt 

know about the threats targeting 

businesses or that small businesses are 

a major target of hackers and 

scammers. 

You need to do everything you can to 

train your employees. Give them the 

education and resources to be a line of 

defence rather than a risk. Develop a 

consistent training regimen. If you 

need to bring in IT professionals to 

help, do it. Donõt make assumptions 

about critical IT security training if 

you arenõt sure. Professionals can 

answer your questions and make sure 

you and your employees have 

everything you need to know to keep 

your business secure. 

Another important thing is to hold 

this training regularly. Threats 
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evolve, and you need to stay ahead of the curve. Keep IT 

security on the minds of your employees. When they 

forget about it, thatõs when the risk is highest. 

2. SAY NO TO UNSECUR ED, PUBLIC WIFI.  This is a 

big problem for businesses with remote employees, 

employees who work from home or employees who use 

company technology outside of the business walls. 

According to a Spiceworks study, 61% of employees said 

they have connected to unsecured WiFi while working 

remotely.  

This is cause for concern. Connecting to public WiFi is 

like leaving the front door of your home wide -open 

while posting on social media that youõre going to be out 

of town for a week. You never know who is going to let 

themselves in and snoop around. Hackers use public hot 

spots to circulate malware and steal data. Sometimes 

they even set up fake hot spots with the same name as a 

legitimate hot spot to trick users into connecting to their 

WiFi, which makes data theft even easier. 

Discouraging your employees from using unsecured, 

public WiFi is a good step to take, but donõt be afraid to 

take it further. Donõt let them connect company 

equipment to unsecured WiFi at all. And place a bigger 

focus on endpoint security ð make sure your 

equipment has up-to-date software, malware 

protection, local firewalls, as well as a VPN (virtual 

private network). The more layers of security, the 

better. 

3. PROTECT ALL OF YOUR DATA.  Your employees 

should never save personal or business data on 

portable/external hard drives, USB drives or even as 

printed material ð and then take that data out of the 

office. The theft of these types of devices is a real threat. 

An external hard drive is a tempting target for thieves 

because they will  search the drive for sensitive data, 

such as financial or customer information that they can 

use or sell. 

If you have remote employees who need to access 

company data, put a method in place to do just that (it 

should be discussed as part of your regular company 

IT security training). They need to know how to 

properly access the data, save the data or delete it, if 

necessary. Many businesses go with a secure cloud 

option, but you need to determine what makes the 

most sense for your business and its security. 

While these three tips are great, nothing beats helping 

your employees develop a positive IT security mindset. 

Itõs all about understanding the threats and taking a 

proactive approach to security. Proactivity reduces risk. 

But you donõt have to go it alone. Working with 

experienced IT security professionals is the best way to 

cover all your bases ð and to ensure your employees 

have everything they need to protect your business. 

òItõs all about understanding 

the threats and taking a 

proactive approach to 

security.ó 
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Personally, I am not a fan of people who are 
always late. Sometimes, things happen that we 
have no control over, such as car accidents, 
traffic jams and unexpected family emergencies, 
to name a few. I am not addressing those 
situations.  

What I am addressing is how punctuality can do 
wonders for your success. 

Have you ever thought about what being 
punctual says about you? It shows you are in 
control, disciplined, able to keep track of things, 
trustworthy, reliable and respectful of another 
personõs time. Being late demonstrates none of 
those things. In fact, being late shows you are 
unreliable, disorganized, disinterested and 
inconsiderate. When you look at it from that 
perspective, you would never want yourself 

described that way. 

Do you want to hire someone who is unreliable? 
Not me. How about disorganized? A 
disorganized person will make mistakes ñ and 
mistakes cost money. Letõs take a closer look at 
disinterested. One of the definitions of 
disinterested is having or feeling no interest in 
something, unconcerned, uncaring and 
unenthusiastic. That sounds like someone you 
NEVER want to have on your team. Then that 
leaves us with inconsiderate, defined as 

thoughtlessly causing hurt or inconvenience to 
others, unthinking, selfish, impolite and rude.  

Associates, bosses and customers have NO 
fondness for lateness. I heard one person 

express it this way: òIf you are chronically late, 
you are chronically rude.ó If you are looking to 
be promoted to a leadership position, it will be 
difficult to prove yourself reliable when people 
are having to wait for you to show up. 
Punctuality is a product of discipline, proper 

planning and respect for others. In simple 
terms, preparedness and punctuality are two of 
the most important qualities of a leader.  

When you are late, you are saying, òMy time is 
more valuable than yours.ó That is not a great 
way to start anything. The celebrated writer 
Charles Dickens once said, òI could have never 
done what I have done without the habits of 
punctuality, order and discipline.ó I feel that 
by being punctual, you are paying a courteous 
compliment to those you are about to see or 

serve; itõs a respectful gesture of how you value 
their time.  

Chronic lateness sets a tone about 
accountability. If you want a culture in which 
people are accountable to customers, associates 
and even to themselves, then make punctuality 
a priority. Start all meetings on time regardless 
of who is missing. The word will get out, and 
people will start showing up on time.  

Being on time may seem a bit trivial to some 
people, but itõs a good idea to start making 

accountability part of your corporate culture. 
Shakespeare once stated: òBetter three hours 
too soon, than a minute late.ó There truly is 
power in being punctual.  
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The Power Of Punctuality  

Research suggests that when 
you wake up naturally (that is, 
you arenõt jolted awake by an 
alarm or radio), you feel more 
refreshed and energized during 
the day. 

The Philips Somneo Sleep & 
Wake-Up Light puts this 
research to the test. Itõs 
designed to simulate a natural 
sunrise right in your bedroom. 
You can set it to your specific 
needs, and it will slowly and 
steadily brighten when you 
need to wake up. It can also 
simulate a sunset for the 
opposite effect when youõre 
going to bed! You can even use 
the light as a reading lamp ñ 
and it has a built -in radio, too!  

 The Philips Somneo Sleep & 
Wake-Up Light is a versatile 
device, perfect for anyone who 
wants to get a better nightõs 
sleep. Find it at Amazon and 
many other electronic retailers.  

The Philips Somneo  

Sleep & Wake -Up Light  
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²ŜōŎŀƳ !ŎŎŜǎǎ ς ²ƘƛƭŜ ƛǘΩǎ ǊŀǊŜΣ 
ǘƘŜǊŜ ŀǊŜ ƪƴƻǿƴ ŜȄǇƭƻƛǘǎ ǘƘŀǘ ŀƭƭƻǿ 
ƻǘƘŜǊǎ ǘƻ ŀŎŎŜǎǎ ȅƻǳǊ ǿŜōŎŀƳ όǎǳŎƘ 
ŀǎ ƳŀƭƛŎƛƻǳǎ ǎƻƊǿŀǊŜ ƻǊ ǎƻƊǿŀǊŜ 
ǎŜŎǳǊƛǘȅ ƅŀǿǎύΦ tǳǩƴƎ ŜƭŜŎǘǊƛŎŀƭ 
ǘŀǇŜ ƻǾŜǊ ȅƻǳǊ ǿŜōŎŀƳ ƛǎƴΩǘ ŀ ōŀŘ 
ƛŘŜŀΣ ōǳǘ ƳƻǊŜ ǿŜōŎŀƳǎ ŀǊŜ ŎƻƳƛƴƎ 
ǿƛǘƘ ƪƛƭƭ ǎǿƛǘŎƘŜǎ ŀƴŘ ǎƘǳǧŜǊǎ ŦƻǊ 
ǇŜŀŎŜ ƻŦ ƳƛƴŘΦ  

tƘƛǎƘƛƴƎ {ŎŀƳǎ ς 5ƻƴΩǘ ŜǾŜǊ ŜȄǇŜŎǘ 
ǘƘŜǎŜ ǘƻ Ǝƻ ŀǿŀȅΦ tŜƻǇƭŜ ǎǝƭƭ Ŧŀƭƭ ŦƻǊ 
ǘƘŜƳΦ b9±9w ŎƭƛŎƪ ƭƛƴƪǎ ƛƴ Ŝ-Ƴŀƛƭǎ 
ŦǊƻƳ ŀƴȅƻƴŜ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ όŀƴŘ 
ŜǾŜƴ ƛŦ ȅƻǳ Řƻ ƪƴƻǿ ǘƘŜƳΣ ǾŜǊƛŦȅ 
ǘƘŀǘ ǘƘŜȅ ǎŜƴǘ ȅƻǳ ŀ ƭƛƴƪ τ Ŝ-Ƴŀƛƭ 
ŀŘŘǊŜǎǎŜǎ Ŏŀƴ ōŜ ǎǇƻƻŦŜŘύΦ  

²Ŝō .ǊƻǿǎŜǊ tƭǳƎ-ƛƴǎ ς ±Ŝǘ ŜǾŜǊȅ 
ōǊƻǿǎŜǊ ǇƭǳƎ-ƛƴ ŀƴŘ ŜȄǘŜƴǎƛƻƴ ȅƻǳ 
ƛƴǎǘŀƭƭΦ aŀƴȅ ŜȄǘŜƴǎƛƻƴǎ ŎƻƭƭŜŎǘ ȅƻǳǊ 
ōǊƻǿǎƛƴƎ ƘƛǎǘƻǊȅ ŀƴŘ ǎŜƭƭ ƛǘΦ wŜŀŘ ǘƘŜ 
ǘŜǊƳǎ ƻŦ ǎŜǊǾƛŎŜ ōŜŦƻǊŜ ȅƻǳ ŎƭƛŎƪ 
ƛƴǎǘŀƭƭ όŀ ƎƻƻŘ ǊǳƭŜ ƻŦ ǘƘǳƳō ŦƻǊ 
ǎƻƊǿŀǊŜ ƛƴ ƎŜƴŜǊŀƭύΦ  

!Ř ¢ǊŀŎƪƛƴƎ ς ²Ŝō ŀŘǎ όŀƴŘ ǿŜō ŀŘ 
ǇǊƻǾƛŘŜǊǎΣ ǎǳŎƘ ŀǎ CŀŎŜōƻƻƪ ŀƴŘ 
DƻƻƎƭŜύ ŀǊŜ ƴƻǘƻǊƛƻǳǎ ŦƻǊ ǘǊŀŎƪƛƴƎ 
ǳǎŜǊǎΦ ¢ƘŜȅ ǿŀƴǘ ǘƻ ƪƴƻǿ ǿƘŀǘ ȅƻǳ 
ƭƛƪŜ ǎƻ ǘƘŜȅ Ŏŀƴ ŎŀǘŜǊ ŀŘǎ ŘƛǊŜŎǘƭȅ ǘƻ 
ȅƻǳ ƛƴ ǘƘŜ ƘƻǇŜǎ ǘƘŀǘ ȅƻǳΩƭƭ ŎƭƛŎƪ ǘƘŜ 
ŀŘΣ ǿƘƛŎƘ ƎƛǾŜǎ ǘƘŜƳ ŀŘ ǊŜǾŜƴǳŜΦ 
LǘΩǎ ƻƴŜ ƻŦ ǘƘŜ Ƴŀƴȅ ǊŜŀǎƻƴǎ ǿƘȅ 
ǇŜƻǇƭŜ ǳǎŜ ŀŘ ōƭƻŎƪŜǊǎΦ  

5ŜǾƛŎŜ ¢ǊŀŎƪƛƴƎ ς LŦ ȅƻǳ ƘŀǾŜ ŀ 
ǎƳŀǊǘǇƘƻƴŜΣ ŎƘŀƴŎŜǎ ŀǊŜ ƛǘΩǎ ōŜƛƴƎ 

ǳǎŜŘ ǘƻ ǘǊŀŎƪ ȅƻǳǊ ŜǾŜǊȅ ƳƻǾŜΦ 
!ƎŀƛƴΣ ƛǘ ŎƻƳŜǎ ōŀŎƪ ǘƻ ŘŜƭƛǾŜǊƛƴƎ 
ŀŘǎ ǘƘŀǘ ŀǊŜ ǊŜƭŜǾŀƴǘ ǘƻ ȅƻǳ ǎƻ ȅƻǳΩƭƭ 
ŎƭƛŎƪ ƻƴ ǘƘŜƳΦ CƻǊ ŎƻƳǇŀƴƛŜǎ ƭƛƪŜ 
CŀŎŜōƻƻƪ ŀƴŘ DƻƻƎƭŜΣ ǳǎŜǊǎ 
ŀǊŜ ǘƘŜ ǇǊƻŘǳŎǘΦ �/�v���X�U��
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²ŀƴǘ ǘƻ ōƻƻǎǘ ȅƻǳǊ ōƻǧƻƳ ƭƛƴŜΚ 
¢ƘŜ ŀƴǎǿŜǊ Ƴŀȅ ōŜ ƛƴ ŎŀǎƘƭŜǎǎ 
ǇŀȅƳŜƴǘǎΦ LǘΩǎ ŀƭƭ ŀōƻǳǘ ǘŀƪƛƴƎ ȅƻǳǊ 
ŎǳǊǊŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ǳǇŘŀǝƴƎ ǘƘŜƳ 
ǘƻ ŎǳǊǊŜƴǘ ǘǊŜƴŘǎΦ  

hǳǘǎƛŘŜ ƻŦ ǘƘŜ ¦Φ{ΦΣ ǇŀǊǝŎǳƭŀǊƭȅ ƛƴ 
9ǳǊƻǇŜ ŀƴŘ ƳǳŎƘ ƻŦ !ǎƛŀΣ ŎŀǎƘƭŜǎǎ 
ǇŀȅƳŜƴǘǎ ŀǊŜ ƪƛƴƎΦ aƻǊŜ ǇŜƻǇƭŜ ŀǊŜ 
ǊŜƭȅƛƴƎ ƻƴ ǎƳŀǊǘǇƘƻƴŜǎ ŀǎ ǇŀȅƳŜƴǘ 
ǇǊƻŎŜǎǎƛƴƎ ǘƻƻƭǎ όōƻǘƘ ƛƴ ǘƘŜ 
ŎƻƴǎǳƳŜǊ ŀƴŘ ōǳǎƛƴŜǎǎ ǿƻǊƭŘǎύΦ hŦ 
ŎƻǳǊǎŜΣ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ǊŜƭȅ ƻƴ 
ŎŀǎƘƭŜǎǎ τ ȅƻǳ ǿŀƴǘ ǘƻ ōŜ ŀōƭŜ ǘƻ 
ŀŎŎŜǇǘ ŀƴȅ ƳƻƴŜȅ ȅƻǳǊ ŎǳǎǘƻƳŜǊǎ 
ŀǊŜ ǎǇŜƴŘƛƴƎΣ ǿƘŜǘƘŜǊ ƛǘΩǎ ŎŀǎƘΣ ŎŀǊŘ 
ƻǊ ŜƭŜŎǘǊƻƴƛŎΦ  

 
[ƻƻƪ ŀǘ ȅƻǳǊ Ǉƻƛƴǘ-ƻŦ-ǎŀƭŜ ǎȅǎǘŜƳ τ 
ƛǎ ƛǘ ǊŜŀŘȅ ŦƻǊ ŎŀǎƘƭŜǎǎΚ LŦ ƴƻǘΣ ƭƻƻƪ 
ƛƴǘƻ ƛǘΣ ǊŜǎŜŀǊŎƘ ȅƻǳǊ ƻǇǝƻƴǎΣ ŀǎƪ 
ŀǊƻǳƴŘ ŀƴŘ ǎŜŜ ǿƘŀǘ ƻǇǝƻƴ ƳŀƪŜǎ 
ǎŜƴǎŜ ŦƻǊ ȅƻǳǊ ōǳǎƛƴŜǎǎ όŀƴŘ ōƻǧƻƳ 
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